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DOCUMENT CONTROL AND APPROVALS

This document is authored, managed and governed by UCF IT Strategy and Planning. Final
published versions have been approved by the UCF IT AVP & COO and ITSM
Governance Committee members. No other parties have the authority to modify or
distribute a modified copy of this document. For any questions related to the content of this
document, please contact the UCF IT Service Management/Performance Manager.
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1. OBJECTIVES

This document is intended to define and describe a consistent process for creating and
managing a problem record within the IT service management (ITSM) application
(ServiceNow). This document will also walkthrough the root cause analysis (RCA)
approval workflow as part of the problem record procedure. The sections below (starting
on page four) identify all steps required.

. DEFINITIONS

Problem Management: Process that investigates the cause of incidents and, wherever
possible, implements a permanent solution to prevent recurrence. Until a permanent
resolution is applied, the process will attempt to provide a workaround to enable the
service to be restored and the incident(s) to be resolved

Problem: A cause of one or more incidents. The cause is not usually known at the time a
problem record is created, and the Problem Management process is responsible for
further investigation

Reactive Problem Management: Resolving problems in response to one or more active
(opened) incidents

Proactive Problem Management: Identifying problems based on periodic scheduled
reviews and an analysis of closed incident patterns

Retro Problem Record: If for any reason an Emergency change is implemented without
a related ServiceNow incident record, then the accountable UCF IT department is STILL
REQUIRED to create a problem record after IT services are restored. The retro problem
record will ensure a root cause analysis is completed for historical reference,
management review and communication (that may be required)

Incident Management: The process responsible for managing the lifecycle of all
incidents. Ensures that normal service operation is restored as quickly as possible (often
by means of a temporary workaround)

Incident: Implies something is broken or functioning in a degraded manner. Inquiry from
a user to fix something that is broken, not working or needs repair. Also known as a
break/fix issue

Workaround: A workaround is a temporary solution to restore service to normal
operation while the underlying issue is being investigated. The workaround does not
resolve the problem, it resolves the incident

Known Error: The root cause of the problem is established and the affected
configuration item (CI) is identified. A temporary workaround/permanent fix may or may
not exist
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Root Cause Analysis (RCA): The activity that identifies the root cause of a problem

Problem Report: An executive summary report often used when departments inside or
outside of UCF IT are requesting a summary report containing the details of the problem

Request for Change (RFC): A request for change is a submitted request within the
ITSM application (ServiceNow) for a proposed change to be made to fix the problem

UCF IT (as of May 2018): College of Arts and Humanities, College of Business
Administration, College of Education and Human Performance, College of Health and
Public Affairs, College of Sciences, Computer Services and Telecommunications,
Student Development and Enrollment Services, Center for Distributed Learning, College
of Undergraduate Studies, Office of Instructional Resources, Regional Campuses,
University Libraries, Human Resources, Graduate Studies and Office of Research &
Commercialization

Information Technology Infrastructure Library (ITIL): A set of best practice
publications for IT service management. Owned by the Cabinet Office (part of HM
Government), ITIL gives guidance on the provision of quality IT services and the
processes, functions and other capabilities needed to support them

UCF IT Departments: Sub departments within Enterprise Application Development,
Enterprise Systems & Operations, Information Security Office, Program Management
and Planning, Technology Sales, Service & Support and Telecommunications

Deferred Problem: The problem record was closed without root cause and workaround
determination (e.g., costs are too high to diagnose, value to remove is too low, etc.)

IT Service Management (ITSM) application: This is the application (ServiceNow)
used by UCF IT to record incidents, problems, requests and changes

Problem States:

e Open — Problem record created. Workaround may or may not be identified

e Known Error — Root cause determined and problem record raised as a known
error

e Pending Change — When the related change record (Normal or Emergency) is
created off of the problem record to permanently fix the underlying issue

e Change Successful — The related change record to the problem record was
implemented successfully

e Closed — The related change record was implemented successfully AND the
related incidents are in a resolved, closed or in a canceled state

o Or, the problem was deferred

e Canceled — At any point, the Problem Owner can cancel the problem record. The

problem record cannot be canceled if the problem is already in a closed state

3
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OneSearch: Provides the UCF IT Service Desk and incident assignees insight into
relevant knowledge articles, open problems, open incidents, recommended services from
the service catalog, changes implemented within the last seven days and changes that are
currently in progress

OneSearch example image that resides on the New Call and Incident Forms

Knowledge Art -:Ieso Open F'r-al:lemao Open Incidents o Service Catalog 0 Changes Last 7 Da'_\'so Changes in progress 0

Problem Manager — UCF IT department manager accountable for the problem record
resolution assigned to their department (ServiceNow “Assignment group”). The Problem
Manager will be required to review and approve the completed root cause analysis within
the problem record before the problem record can be closed

Problem Owner — The UCF IT resource responsible for creating a problem record
within the ITSM application (ServiceNow) after determining an incident or trend of
incidents requires a problem record

IV.  SCOPE OF PROBLEM RECORD PROCEDURE DOCUMENT

This procedure document is only intended for ServiceNow users that have an ITIL role
(also known as a ServiceNow fulfiller license). The below sections only represent the
user interface per the ITIL role.

V. STEPS TO RECORD PROBLEM RECORD - REACTIVE W/ WORKAROUND

This example will walk a Problem Owner through the lifecycle of a problem record using
the reactive Problem Management process with a workaround identified.

In this scenario, two incidents have been triaged from the UCF IT Service Desk over to
the Service Management Solutions Team for a ServiceNow ODBC issue.

With the trend of incidents, the incident assignee determines there is an underlying issue
that needs further investigation. The incident assignee creates a problem record from one
of the two active (opened) incident records to start the Problem Management process.

1. From the incident record, right click on the grey Incident header bar and select Create
Problem

Incident
< INCO0TE3ET
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A problem record will be created off the incident record. The Configuration item
(CI), Short description, Description, Assignment group and Assigned to fields from
the incident record will be carried over to the newly created problem record.

The Short description and Description fields should be modified to summarize the
problem: (Short description ~ one sentence) & (Description - high-level overview).
NOTE: The Problem Owner (Assigned to field) of the problem may be different from
the incident assignee(s) and can be adjusted accordingly.

s Follow

After the problem record is created, relate all other applicable incidents to the
problem record. Reference Appendix A. Sections i. or ii. for instruction on how to
relate incident(s) to problems records.

NOTE: After relating the incident(s), the state(s) on the incidents automatically
change to Awaiting Problem. Per the UCF IT Incident Management Policy (located at
http://it.ucf.edu/policies-and-standards/it-service-management/), if the underlying
issue is outside of UCF IT’s control to fix, then the incident states should be changed
to Awaiting Vendor from Awaiting Problem to stop the incident SLA clock.

Change Requests

s
v << «
blem = PRB004012
= state ssignment grou|
itir I

Incidents (2) | Approve

tncigets [[EY  Search | rorte

o} = Number User = shert description = Category = Priority

INCOOT6388 ScottBaron  ServiceNow ODBC Driver Issue Software 3- Normal

INCOOT6387 ScottBaron  ServiceNow ODBC Driver IssueReported  Software 3- Normal Chris Martineau

selectedrows.. ¥

= Assigned to = Resalved = Close

1| to2of2

L3l 4 E|

= Change Request

1| to20f2

> >

The next step of the Problem Management process is to identify a workaround (if one
exists) to restore services to the customer(s) while the root cause of the problem is

being investigated.

This scenario will cover identifying a workaround. Section V. of this procedure

document covers the scenario of a Problem Owner being unable to identify a
workaround using reactive Problem Management.
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Workaround ldentified

The Problem Owner is responsible to document the workaround in the
problem record. This will provide the information necessary to resolve the
existing incident(s) related to the problem record without relying on a change
to be implemented in order to resolve the incident(s).

Within the Workaround section/tab (1.), document the details of the
workaround within the Workaround Details field (2.) and click the Save
button. After the problem has been saved with a workaround specified, the
Workaround checkbox (3.) on the problem record will automatically be
checked.

To communicate the workaround to all of the related incidents, select the
Communicate Workaround link (4.) within the Related Links section. It is best
practice to communicate the workaround when any of the incident assignee(s)
are different from the Problem Owner.

Following the Communicate Workaround link being selected, the incident
assignee(s) will be notified via a ServiceNow email notification that a
workaround is now available for use to resolve the incident(s). The incident
record(s) are also updated within the Work Notes stating the workaround
details.

5B Scott Baron

PREDD40129 workaround details:

This iz the Workaround to resolve the ODBC driver issue.

NOTE: The workaround identified will also be available to the UCF IT
Service Desk members (agents) to be able to resolve any related incidents that
may be reported after the fact. The UCF IT Service Desk agents are

6



g’ University of University of Central Florida

Central Information Technology (UCF IT)
Florida

responsible to relate the incident(s) to the problem record even though they
are able to resolve the incident(s) with the provided workaround.

Since the incident(s) have a workaround identified, the incidents are able to
proceed to be resolved without a change needing to be implemented and the
problem record being closed.

Per the UCF IT Incident Management Policy (located at
http://it.ucf.edu/policies-and-standards/it-service-management/), the
incident assignee must get confirmation from the customer that their issue
is resolved before moving an incident to resolved.

NOTE: The workaround does not resolve the problem:; it resolves the
incident(s). For the problem record to be closed, a root cause is required to be
determined and a corresponding change to be implemented successfully to
prevent incident recurrence.

4. After the workaround is identified, the next step for the Problem Owner is to
determine the root cause of the problem.

Within the Root Cause Analysis (RCA) section/tab of the problem record, fill out all
required fields that have an asterisk in red. As a reference, the section titles are
highlighted blue and defined below.

Summary: Provide the summary of the problem

Chronology of Events: Provide the timeline of the problem

Scope of Impact: Provide summary of impact/affected systems and users
Communications: Optional field. Provide how the problem was communicated
Root Cause Analysis: Provide the root cause of the problem

Lessons Learned: Optional field. Provide the lessons learned

Corrective Action Plan: Provide both short-term and long-term action items

7



+
gh University of

University of Central Florida
Central Information Technology (UCF IT)
Florida
S.

After completing the RCA section/tab in its entirety, select Request Approval to send
the RCA to the Problem Manager (ServiceNow “Assignment group” Manager) for
approval. The UCF IT Problem Management Policy requires the Problem Manager to
approve the RCA before the problem record can be raised as a known error. Email

notifications will be sent to the Problem Manager and Problem Owner for RCA
requests, rejections and approvals.

— Problem
<

= PRB0040129 Rl

~ || Update onh\EmREpol Request Approval IShnmekﬂow Delete

Root Cause Analysis

Corrective Action Plan

Update | | Problem Repof] | = Requestapproval | |fshow Workfiow | | Delete

The Approvers section/tab located on the problem record will indicate there is an

Approval Requested. The Approval field in the top section of the problem record will
also indicate the Approval haskeen Requested/Rejected.

Chris Martineau

Incidents§2) | Approvers (1) hange Requests
= | Approvers Goto  State v
Y Approval for = PRE0040129
B O = =
03 Q, = State = Approver
™
(i Requested Scott Baron
\L, SR EEE
Actions on selectedrows.. ¥
1 = B & M= Follow | | | Update | | Problem Report | | RequestApproval | = ShowWorkflow | = Delete
Number PRB0040129 Opened 03/23/2018 04:29:53 PM
Configuration item ServiceNow ODEC Driver Q& @ e Opened by Scott Baron q|l®
I Approval Requested l
Change request Stat G
Known error ssignm Service Management Solutions Team Q|| e
Workaround [/
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After the Problem Manager reviews and approves the RCA, the problem record will
be raised as a known error. The State of the problem will change to Known Error and
the Known error checkbox (1.) will be selected.

< = p?aommzq & I = oo Follow | v || Update | CreateNormalChange | CreateEmergencyChange | | ProblemReport | = ShowWorkflow | | Delete
Number PRB0040129 Opened 03/23/2018 04:29:59 PM
Configuration item ServiceNow ODBC Driver Qa0 e ‘Opened by Scott Baron ale @
0 Approval | Approved
I State Kr E I
ignment group Senvic agement Solutions Team Qe ®
igned Chris Mar Q| e

ServiceNow ODBC Driver Issue Reported

river error stating unable to connect. Multiple users impacted. College of Excellenceis unable to perform month end tasks

Update | | CreateNormal Change | | Create Emergency Change | | ProblemReport | | Show Workflow | | Delete

NOTE: If the Problem Manager rejects the RCA, the Problem Owner should make
the necessary updates per the Problem Manager’s rejection comments and resubmit
for approval by selecting Request Approval again.

The known error raised will allow the UCF IT Service Desk agents to be able
communicate problem status and the known error to any customer that contacts
the UCF IT Service Desk with the same related issue.

Next, to fix the underlying issue, a change is justified to be implemented in this
scenario.

Notice the problem record now has three buttons that appeared after the RCA was
approved by the Problem Manager: Standard Change, Create Normal Change and
Create Emergency Change. For this scenario, a Normal change is to be submitted.

NOTE: If a Standard Change is applicable to prevent the incident from recurring,
then skip to step #9.

Click “Create Normal Change”

— Problem = | ~> |
< = pRaoosns # N 5 oo | Flow v sae Updarel Standard Change | | Create Normal Change | | Create Emergency Change Ipmmemnepm Show Workflow | | Delete
Number | PREO040205 Opened | 04/17/201801:3329 PM
Configuration item ServiceNow ODBC Driver aQlla| 0| e Opened by Scott Baron Qlle|®
Approval | Approved
Change request State | KnownErmor
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7. Inits entirety, follow the UCF IT Change Management - Change Record Procedure

document to submit the related change record.

a. http://it.ucf.edu/policies-and-standards/it-service-management/

Current ITIL Processes:

Incident/Request Management - This process is designed to manage and assist in restoring or providing service to
customers as quickly as possible. The ability to prioritize incidents (something broken, not working or needs repair)
according to business impact and urgency allows staff to focus efforts where it matters most.

UCF IT Incident Management Policy and Procedure

Problem Management - Process for managing problem investigations from detection to eradication. Problem
Management processes remove defects from the IT infrastructure, eliminate recurring incidents, and stabilize the
environment. These processes are currently under development and will be posted soon.

Change Management - Process responsible for controlling the lifecycle of all changes, enabling beneficial changes to
be made with minimal disruption to IT services. This includes process management and planning capabilities that help
increase the speed and consistency in the way changes are implemented while minimizing risk and errors.

CF IT Change Management Policy and Procedure
I UCF IT Change Management Change Record Procedure |

UCF IT ECAB Operating Procedures

Knowledge Management - Process responsible for sharing perspectives, ideas, experience and information, and for
ensuring that these are available in the right place and at the right time. The Knowledge Management process enables
informed decisions, and improves efficiency by reducing the need to rediscover knowledge.

UCF IT Knowledge Management Policy and Procedure

The problem record will be updated with the change record relationship and the
problem record State will change to Pending Change.

= e # V = oo | Folow | - | Update | CreateNommalChange || Create Emergency Change | | ProblemReport | | ShowWorkflow | = Delete
Number PRB0040129 Opened 03/23/201804:29:59 PM
Configuration item ServiceNow ODBC Driver Qa0 @ Opened by Scott Baron Qe
— Approval Approved
I Change request CHGO030910 @ | @ I I State Pending Change I
i v > | -
nown emor Assignment group Service Management Solutions Team olle|®
Workaround v Assigned to Chris Martineau Qe e
Problem Description = Notes | Root Cause Analysis =~ Workaround | Closure Information
short description ServiceNow ODBC Driver Issue Reported 9
Description Driver error 10 connect. Multip ipacted. College of Excellence s unable to perform month end tasks
Create Normal Change | | Create Emergency Change | | Problem Report | | Show Workflow | | Delete
Related Links
Communicate Workaround
Show Workflow
Incidents (2) | Approvers (]
= | ChangeRequests Search fortext v << « 1 toloft B BB [
S Parent=PRE0040129
3% Q = Number = short description = Type = Close code = state = planned start date = Planned end date = Assigned to
G  CHeo010 ServiceNow ODBC Driver ssue Reported Normal Authorize 03/27/2018 09:30:20 AM 03/26/2018 09:33:50 AM Chris Martineau
Actionson selected ows... ¥ < L]tolofl > B>

10
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In this scenario, there was a workaround identified, therefore the problem record is

NOT dependent on the related incidents to be resolved after the change is

implemented (NOT

: there are no change records related to the incidents after the
is_particular example, the incidents were resolved well

change was created). Fo
before the related change was im
the workaround to the incident records.

ented when the Problem Owner communicated

Incidents (2) | Approvers(l) | Change Requests (1)

naserts (IR seoch o

S Problem=PRE0040126

Q. SNumber  SuUser I Shortdescription

INC00T6388 Scott Baron

INC0O76387 Scott Baron

ServiceNow ODBC Driver Issue

ServiceNow ODBC Driver Issue Reported  Software 3-Normal Resolved Senvice

A
A
A

to20f2 b PP E

Scaegory  Shioity | Sste | = Assignmentgroup Shssignedto = Resolved Sclosed | = ChangeRequest

software 3-Normal Resolved Service Management Solutions Team  Chris Martineau 03/27/2018 10:20:41AM  (empty)

Solutions Team  Chris Martineau 03/27/2018 10:20:45AM  (empty)

NOTE: The Problem Owner cannot close a problem record until all related incidents
are in a resolved/closed state AND the change record is closed with one of the three

Close codes.

Successful
Successful with issues

e Unsuccessful (with the checkbox selected “Was this change successfully
implemented outside of the planned change window?”)

After the change record is closed with the applicable Close code (Successful,
Successful with issues, Unsuccessful with the checkbox selected “Was this change
successfully implemented outside of the planned change window?”’) or a Standard
Change was implemented/selected, the problem record state will change to “Change
Successful”.

If a Standard Change was implemented, a Standard Change section/tab will

appear on the problem record that is required to be filled out before the
problem record can be closed.

t || showworklow | | CloseProblem  Delete

Due to the fact there are no incidents that have to be confirmed resolved (because of
the workaround), the Problem Owner can move forward to close the problem record

since the change was implemented successfully and the underlying issue was
removed with the change.

11
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10.The Problem Owner is to close out the problem record by navigating to the Closure
Information section/tab, select the Close Code of Closed, fill out the Close notes and
select the Close Pro‘ylem button.

11. Once the state reflects “Closed”, the UCF IT Problem Management process is
complete for the reactive Problem Management process w/ a workaroud.

¢ Elrjrfph;;qvl # W = o | Folow |+ updste | ProblemReport || Showworkfow || Delete

Number PRE0040129 Opened 03/23/2018 04:29:53 P

Configuration item ServiceNow ODEC Driver L &0 ® Opened by Scott Baron

VI. STEPS TO RECORD PROBLEM RECORD - REACTIVE W/OUT
WORKAROUND

This example will walk a Problem Owner through the lifecycle of a problem record using
the reactive Problem Management process without the Problem Owner being able to
identify a workaround.

In this scenario, two incidents have been triaged from the UCF IT Service Desk over to
the Service Management Solutions Team for a ServiceNow ODBC issue.

With the trend of incidents, the incident assignee determines there is an underlying issue
that needs further investigation. The incident assignee creates a problem record from one
of the two incident records to start the Problem Management process.

1. From the incident record, right click on the grey Incident header bar and select Create
Problem

12
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A problem record will be created off the incident record. The Configuration item
(CI), Short description, Description, Assignment group and Assigned to fields from
the incident record will be carried over to the newly created problem record.

The Short description and Description fields should be modified to summarize the
problem: (Short description ~ one sentence) & (Description - high-level overview).

NOTE: The Problem Owner (Assigned to field) of the problem may be different from
the incident assignee(s) and can be adjusted accordingly.

After the problem record is created, relate all other applicable incidents to the
problem record. Reference Appendix A. Sections i. or ii. for instruction on how to
relate incident(s) to problems records.

NOTE: After relating the incident(s), the state(s) on the incidents automatically
change to Awaiting Problem. Per the UCF IT Incident Management Policy (located at
http://it.ucf.edu/policies-and-standards/it-service-management/), if the underlying
issue is outside of UCF IT’s control to fix, then the incident states should be changed
to Awaiting Vendor from Awaiting Problem to stop the incident SLA clock.

Incidents (2) | Approvers

= | ncdens [ search | fortex . <

§ Problem - PRBOO4012

Change Requests

1 to2of2 » PO

Number User = Short description = Category = priority = Assigned to = Resolved = Closed = Change Request

INCOOT6388  ScoftBaron  ServiceNow m  ChrisMartineau (empty) empty)

INCOO76387 ScottBaron  ServiceNow ODBC Driver IssueReported  Software Chris Martineau (empty) (empty)

1| t20f2 B BB

The next step of the Problem Management process is to identify a workaround (if one
exists) to restore services to the customer(s) while the root cause of the problem is
being investigated.

In this scenario, the Problem Owner is unable to identify a workaround.

With no workaround identified, the Problem Owner is to determine the root cause of
the problem next.

13
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Within the Root Cause Analysis (RCA) section/tab of the problem record, fill out all
required fields that have an asterisk in red. As a reference, the section titles are
highlighted blue and defined below.

Summary: Provide the summary of the problem

Chronology of Events: Provide the timeline of the problem

Scope of Impact: Provide summary of impact/affected systems and users
Communications: Optional field. Provide how the problem was communicated
Root Cause Analysis: Provide the root cause of the problem

Lessons Learned: Optional field. Provide the lessons learned

Corrective Action Plan: Provide both short-term and long-term action items

5. After completing the RCA section/tab in its entirety, select Request Approval to send
the RCA to the Problem Manager (ServiceNow “Assignment Group” Manager) for
approval. The UCF IT Problem Management Policy requires the Problem Manager to
approve the RCA before the problem record can be raised as a known error. Email
notifications will be sent to the Problem Manager and Problem Owner for RCA
requests, rejections and approvals.

— Problem —
< | = preonso10 & = e | Folow

~ || update onh\EmRepol Request Approval Ishnwv./mwmw Delete

Corrective Action Plan

Update | | Problem Repol

14
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Approval Requested. The Approval field in the top section of the problem record will
also indicate the Approval hask%n Requested/Rejected.

2) | Approvers (1)

Incident: hange Requests
= | Approvers Goto State v
7 Approval for=PRB0040129
o 0O = =
f\x‘z Q, = State = Approver
') Requested Scott Baron
\L — e
Actions on selected rows... ¥
[ = 3 Follow | | | Update | | Problem Report | | RequestApproval | = ShowWorkflow | = Delete
Number PRB0040129 Opened 03/23/2018 04:29:59 PM
Configuration item ServiceNow ODBC Driver Qa0 @ Opened by Scott Baron ol|le
I approval | Requested 1
Change request State Open
Koy

After the Problem Manager reviews and approves the RCA, the problem record will

be raised as a known error. The state of the problem will change to Known Error and
the Known error checkbox (1.) will be selected.

NOTE: If the Problem Manager rejects the RCA, the Problem Owner should make
the necessary updates per the Problem Manager’s rejection comments and resubmit
for approval by selecting Request Approval again.

The known error raised will allow the UCF IT Service Desk agents to be able

communicate problem status and the known error to any customer that contacts
the Service Desk with the same related issue.

== # Y = ooo  Folow |~ | Update || CreateNormalChange || CreateEmergency Change | | ProblemReport | ShowwWorkllow | | Delete

+

Number PRB0040129 Opened 03/23/201804:29:59 PM
Configuration item ServiceNow ODBC Driver o ale @ Opened by Scott Baron oQlle |
Approval Approved
I state Known Error I
group Sen o ®
nedto Chris o ®

Problem Description | Notes

Shart description

Description

Update | | Create Normal Change

Create Emergency Change

Root Cause Analysis | Workaround | Closure Information

ServiceNow ODBC Driver

Driver error stating unable to connect. Multiple user:

Problem Report

simpacted. College of Excellence s unable to perform month end tasks.

Show Workflow | | Delete
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6. Next, to fix the underlying issue, a change is justified to be implemented in this
scenario.

Notice the problem record now has three buttons that appeared after the RCA was
approved by the Problem Manager: Standard Change, Create Normal Change and
Create Emergency Change. For this scenario, a Normal change is to be submitted.

NOTE: If a Standard Change is applicable to prevent the incident from recurring,
then skip to step #8.

Click “Create Normal Change”

—
i = F N5 e Rolow - Sae Upda[el StandardChange | Create Normal Change | Create Emergency Change IPrchlemReport ShowWorkflow | | Delete
Number | PRE0040205 Opened | 04/17/201801:3929 PM
Configurationitem | ServiceNow ODBC Driver alale|e Openedby | Scott Baron alle|o

w Approval Approved

Change request State | KnownError

7. Inits entirety, follow the UCF IT Change Management - Change Record Procedure
document to submit the related change record.
a. http://it.ucf.edu/policies-and-standards/it-service-management/

Current ITIL Processes:

Incident/Request Management - This process is designed to manage and assist in restoring or providing service to
customers as quickly as possible. The ability to prioritize incidents (something broken, not working or needs repair)
according to business impact and urgency allows staff to focus efforts where it matters most.

UCF IT Incident Management Policy and Procedure

Problem Management - Process for managing problem investigations from detection to eradication. Problem
Management processes remove defects from the IT infrastructure, eliminate recurring incidents, and stabilize the
environment. These processes are currently under development and will be posted soon.

Change Management - Process respensible for controlling the lifecycle of all changes, enabling beneficial changes to
be made with minimal disruption to IT services. This includes process management and planning capabilities that help
increase the speed and consistency in the way changes are implemented while minimizing risk and errors.

UCEIT Change Management Policy and Procedure

I UCF IT Change Management Change Record Procedure I
UCF IT ECAB Operating Procedures

Knowledge Management - Process responsible for sharing perspectives, ideas, experience and information, and for
ensuring that these are available in the right place and at the right time. The Knowledge Management process enables
informed decisions, and improves efficiency by reducing the need to rediscover knowledge.

UCF IT Knowledge Management Policy and Procedure

The problem record will be updated with the change record relationship and the
problem record State will change to Pending Change.
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N = e £ W= Follow Update | | CreateNormal Change | | Create Emergency Change | | Problem Report | | Show Workflow | Delete
Number PRB0040129 Opened 03/23/201804:29:59 PM
Configuration item ServiceNow ODBC Driver Qa0 @ Opened by Scott Baron Qe
— Approval Approved
I Ch: quest CHGO030910 |0 I I State Pending Change I
Kr v a - N
ssignment group Sen alle| o
Workaround " o olle
Problem Description ~ Notes | Root Cause Analysis =~ Workaroun losure Information
Short description ServiceNow ODBC Driver ssue Reported
Descriptio ) tating unable to connect. Multiple users impacted. College of Excellenceis unable to perform month end tasks
Update | | CreateNormal Change | | Create Emergency Change | | Problem Report | | Show Workflow | | Delete
Related Links
Communicate Workaround
Show Workflow
Incidents (2)  Approvers (il | Change Requests (1)
= | ChangeRequests Search | fortext v << « 1 tolofl B PP [
T Parent
& O, = Number = short description =Type = Close cod = State = Planned start date = Planned end date = Assigned o
@  cHeoo30010 ServiceNow ODBC Driver ssue Reported Normal Authorize

Actionson s

diows... ¥

03/27/2018 09:30:20 AM

03/28/2018 09:33:50 AM

<< « 1| tolofl

Chris Martineau

> >

NOTE: Due to there not being a workaround identified, when the change record is
created off the problem record, the related incidents will be brought over to the
change record as Incidents Pending Change. In the scenario where the workaround
was identified above, the correlating change record did not have any Incidents
Pending Change because the related incidents could be resolved without depending

on the change to be implemented.

Affected CIs (1) | Impacted Services/Cls | Approvers (8)

Change Tasks|

Incidents Pending Change (2)

Incidents Caused By Change

=  Incidents Pending Change m Search | fortext

Y Change Request=CHG0030912
;?3 O\ = Number = User = Short description
@ INCO076388 Scott Baron ServiceNow ODBC Driver Issue
(i)  INcoo7e3s? Scott Baron

ServiceNow ODBC Driver Issue Reported

= Category = Priority
Software 3- Normal
Software 3- Normal

Resource Plans |~ Problems (1

= State

Awaiting Problem

Awaiting Problem

8. After the change record is closed with the applicable Close code (Successful,
Successful with issues, Unsuccessful with the checkbox selected “Was this change
successfully implemented outside of the planned change window?”’) or a Standard
Change was implemented/selected, the problem record state will change to Change

Successful. The related incidents on the problem record will be automatically updated
to a state of Awaiting User Confirmation.
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If a Standard Change was implemented, a Standard Change section/tab will
appear on the problem record that is required to be filled out before the
problem record can be closed.

Update | | Problem Report | Show Workflow | | Close Problem | Delete

In this scenario, a workaround could not be identified, therefore to close the problem
record; the related incidents must be verified resolved following the change being

implemented.

NOTE: The Problem Owner cannot close a problem record until all related incidents
are in a resolved/closed state AND the change record was closed with one of the three
Close codes.
e Successful
e Successful with issues
e Unsuccessful (with the checkbox selected “Was this change successfully
implemented outside of the planned change window?”)

9. After the incidents are confirmed by the customer(s) that their issue is resolved (and
the incident states are changed to Resolved), the Problem Owner is to close out the
problem record by navigating to the Closure Information section/tab, select the Close
Code of Closed, fl‘gout the Close notes and select the Close Problem button.

Problem

= w | v || Update  CreateNommalChange  Create EmergencyChange | ProblemReport | | Show Wor
<= PREhonAmzq di Iche h: bl h kil

Number PRE0040120 Opened 03/23/2018 04:29:59 PM

Configuration item ServiceNow ODKC Driv aQlla Opened by Scott Baron Qe o

Problem Description | Notes ~Root Cause Analysis | Workaroun

10. Once the state reflects “Closed”, the UCF IT Problem Management process is
complete for the reactive Problem Management process w/out a workaroud.
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VIl.  STEPS TO RECORD PROBLEM RECORD - PROACTIVE

Identifying problems based on periodic scheduled reviews and analyses of closed
incident patterns is referred to as proactive Problem Management. A problem record
can be created as a standalone record with or without relating incident records.

It is up to the discretion of each UCF IT department to create a problem record
proactively.

NOTE: With proactive Problem Management, a problem record will ALWAYS be
created from scratch as a new problem record. Related incident(s) to the problem
record will always be in a closed state in ServiceNow. Refer to the Appendix (Section
B.) for instruction on how to relate inactive (closed) incident(s) to a problem record.

There is one way to create a proactive problem record:

Type “Problem” in the navigator/application menu search bar within ServiceNow and
select Create New

&1 L ICF Welcome to Your IT Service Manaj

Problem

The newly created problem record will require an Assignment group, a Problem
Owner (Assigned to), Short description (~ one sentence) & Description (high-level
overview). The Configuration item is optional.

Submit the problem record by selecting the Submit button.

— Proble —
| < | = Vewrecw & = off | submit IDrohIemRspml

Show Workflow
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4. After the proactive problem record is created, follow the same steps of Section V1. or

Section V. starting with Step 2. Relating the incident(s) will be based off the
direction of Section B. of the Appendix.

VIIl. STEPS TO RECORD PROBLEM RECORD - RETRO

2.

There may be occasions when the UCF IT Problem Management process cannot be
followed in its entirety/order due to Emergency changes that must to be introduced as
soon as possible to restore services. If an Emergency change is not implemented as
soon as possible, the identified issue could create significant risk to the university.

If for any reason an Emergency change is implemented without a related ServiceNow
incident record, then the accountable UCF IT department is STILL REQUIRED to
create a problem record after IT services are restored. This is known as a retro
problem record.

The retro problem record will ensure a root cause analysis (RCA) is completed for
historical reference, management review and communication (that may be required).
The Problem Owner is responsible to relate the problem record to the Emergency

change record.

There is one way to create a retro problem record:

Type “Problem” in the navigator/application menu search bar within ServiceNow and
select Create New

&1 LUICF Welcome to Your IT Service Manay

The newly created problem record will require an Assignment group, a Problem
Owner (Assigned to), Short description (~ one sentence) & Description (high-level
overview). The Configuration item is optional.

Submit the problem record by selecting the Submit button.
Next, because this is a retro problem record, identifying a workaround or relating

incidents to the problem record is not applicable. However, as indicated above “The
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Problem Owner is responsible to relate the problem record to the Emergency change
record.”

Within the Root Cause Analysis (RCA) section/tab of the problem record, fill out all
required fields that have an asterisk in red. As a reference, the section titles are
highlighted blue and defined below.

Summary: Provide the summary of the problem

Chronology of Events: Provide the timeline of the problem

Scope of Impact: Provide summary of impact/affected systems and users
Communications: Optional field. Provide how the problem was communicated
Root Cause Analysis: Provide the root cause of the problem

Lessons Learned: Optional field. Provide the lessons learned

Corrective Action Plan: Provide both short-term and long-term action items

After completing the RCA section/tab in its entirety, select Request Approval to send
the RCA to the Problem Manager (ServiceNow “Assignment group” Manager) for
approval. The UCF IT Problem Management Policy requires the Problem Manager to
approve the RCA before the problem record can be raised as a known error. Email
notifications will be sent to the Problem Manager and Problem Owner for RCA
requests, rejections and approvals.

¢ | = Problem
= PRBO040129

H S e | olow

~ || update onh\EmRepol Request Approval Ishnwv./mwmw Delete

Corrective Action Plan

Update | | Problem Repol
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The Approvers section/tab located on the problem record will indicate there is an
Approval Requested. The Approval field in the top section of the problem record will
also indicate the Approval hasis%n Requested/Rejected.

Incidents§2) | Approvers (1) hange Requests
= | Approvers Goto State v
Y Approval for = PRE0040129
5\31} Q, = State = Approver
Q: Requested Scott Baron
Actions on selected rows... ¥
[ = 3 Follow | | | Update | | Problem Report | | RequestApproval | = ShowWorkflow | = Delete
Number PRB0040129 Opened 03/23/2018 04:29:59 PM
Configuration item ServiceNow ODBC Driver Qa0 @ Opened by Scott Baron Qll®|®
I Approval Requested I
Change request State Open
Knos Assignment group Sen alle
Workaround " n e

After the Problem Manager reviews and approves the RCA, the problem record will
be raised as a known error. The state of the problem will change to known error and
the Known error checkbox will be selected.

NOTE: If the Problem Manager rejects the RCA, the Problem Owner should make
the necessary updates per the Problem Manager’s rejection comments and resubmit
for approval by selecting Request Approval again.

K = PR;WMIZQ B I = e Follow | v | Update | CreateNormalChange | Create EmergencyChange | | ProblemReport | = ShowWorkflow | | Delete 4
Number PRB0040129 Opened 03/23/2018 04:29:59 PM
Configuration item ServiceNow ODBC Driver Q@ a0 @ Opened by Scott Baron oQlle 0
0 Approval Approved
I State I
Assignment group o |le
ned to Q @

Problem Description | Notes | Root Cause Analysis = Workaround | Closure Information

short description ServiceNow ODBC Driver

Description Driver error stating unable to connect. Multiple users impacted. College of Excellence s unable to perform month end tasks,

Update | | Create Normal Change | | Create Emergency Change | | ProblemReport | | Show Workflow | | Delete

6. Following the Problem Manager approving the RCA, the Emergency change record is
required to be related to the retro problem record
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Go to the Change Requests section/tab of the problem record and click Edit

Related Links

Communicate Workaround
Show Workflow

Incidents | Approvers (1) | Change Requests

= ChangeRequeslsE Search  fortext v

? Parent = PRB0040196
@3 Q, = Number = short description|

7. Find (highlight) the associated Emergency change record, select the right arrow and
then select Save

AddFilter | Runfilter (2
— choose fiekd v | —oper— v value

Collection Change Requests List

PREO040196

C)\

CHG0030952
CHE0030053
CHGO030954
CHG0020955
CHGO0I09SE

Number CHG0030958

Short description Emergency Change: Retro Emergency Changa

8. After relating, the change record will show in the Change Requests section/tab and
the State of the problem record will change to “Change Successful”

X
i
g
8
2
sE
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Lastly, the Problem Owner is to close out the problem record by navigating to the
Closure Information section/tab, select the Close Code of Closed, fill out the Close
notes and select the Close|Problem button.

B N S oo Follow

~ | | Update | | CreateNormal Change | | Create EmergencyChange | | Problem Report Showwnrklhjl Close Problem Ieme

¢ = Problem
= PRB0040129

Number PRE0040120 Opened 03/23/201804:29:59 PM
Configuration item ServiceNow ODBC Driver Qs @ ® Opened by Scott Baron Qe @
@ Approval | Approved
Change request CHG0030910 °|® State
Known error < Assignment group Service Manay Team Q
Workaround Assignedto | ChrisMartineau allelo

Problem Description | Notes  Root Cause Analysis | Workaround | Closure Information

IX.  APPENDIX

A

RELATING ACTIVE (OPENED) INCIDENTS TO PROBLEM RECORDS

There are two recommended ways to relate active (opened) incidents to a problem
record.

i. From the Problem Record

To relate applicable incident(s) to the problem record. Go to the Incidents
section/tab

Incidents (1) | Approvers  Change Requests
= Incider Search  fortext 4 1 tolofl B BB O
0, Slser = Shortdescription Scategory  Prodty = Sute = assigament group = assigned 1o = Resolved SClosed = Change Request
TE3N  ScoftBaron  ServiceNow ODBC DriverissueReported  Software 3- Norma! Awaiting Problem  Service Management Solutions Team  Chris Martineay empty empty)
44 4 1 tolofl B PP

Click on Edit

Search on the incident number(s) you are relating and then select the right arrow
to bring them over to the Incidents List
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Collection Incidents List

C}\ PRB0040129

INCO0T6351 - INCOOTB3ET

INCooT63s2
INCO0TE353

INCO0TE354

INCO0TE355

INCO0TE356

INCOOTE360
INCO0T6361

INCO0TE362

INCO0TE363 <
INCO0TE369

INCOOTE3TO

INCO0TE3TE

INCO0T6381

INCO0TE384

INCO0TE385

Number INC00T&388
Assigned to Chris Martineau
Priority 3 - Normal
Assignment group Service Management Solutions Team

Short description ServiceMow ODBC Driver Issue

Click Save and the record will be added to the Incidents section/tab. To remove
incidents from the relationship, just click the Edit button and select the left arrow
from the incidents List.

NOTE: If an incident is removed from the problem relationship, the state of the
incident will remain “Awaiting Problem”. It is up to the incident assignee to
update the state accordingly.

nts (2
= | incidents E Search | for text - a4 1 n2ci2 B PR E

Approvers  Change Requests

Swumber  Suser = Shot deseription Scasgery = Prioniy
I

a4 4 1wtz B ER

ii. From the Incident Record — OneSearch

When an incident assignee opens up an incident record, they will see the
OneSearch section that reflects all relevant knowledge articles, open problems,
open incidents, service catalog suggestions, etc.

The Open Problems section reflects all relevant open problems for the incident

assignee to review. If there is an incident that should be related to an open
problem, the incident assignee can select the Link icon.
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Knowledge Articles @) | | Open Problems @) | | Open Incidents @) | | Service Catalog@) | | Changes Last7 Days @) | | Changes in progress @)

PRB0040129 - ServiceNow ODBC Driver Issue Reported
Visit th[ Link Problem to Incident

Once selecting the Link icon, the incident record will prompt to save the record to
finalize. The incident assignee can either right click on the grey header bar and
select Save, select the Update button or select the Save button

opaned

RELATING INACTIVE (CLOSED) INCIDENTS TO PROBLEM
RECORDS

There is one recommended way to relate inactive (closed) incident(s) to a problem
record.

From the Problem Record

To relate applicable incidents to the problem record. Go to the Incidents
section/tab

€« 1 tolofl b BB O
SCategory  SPrioity = Swte = hssignment group = assigned to SResobed ~ SClosed = ChangeRequest
ssueReported  Software 3- Hormal AwaitingProblem  Service Management Solutions Team  ChrisMartinesy — (empty] empty
44 <4 1 olefl B PP

Click on Edit

The default filter needs to be modified to return inactive (closed) incidents.

Select the “X” (Delete) from the State condition row to remove the condition.

Add Filter | Runfilter §2)

All of these conditions m

Active

State Canceled AND b4

New

iting Problem

Then modify Active is true to Active is false and select Run Filter.
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addFilter | Runfilter (7)

Active v is v true v AND OR

Collection Incid| . A

o,

Search on the incident number(s) you are relating and then select the right arrow
to bring them over to the Incident List

Collection Incidents List
O\ PRBO040129
INCO0TE351 - INCOOTB38T
INCO0TE352 INCOO0T6388
INCOOTE353
INCOOT6354
INCOOTE355
INCO0TE356
INCOOTE360
INCO0TE361
INCO0TE362
<

INC00T6363
INC00T6369
INC00T63T0
INC00T63T6
INC0076381
INC00T6384
INC00T76385

Number INCO0TE388
Assigned to Chris Martineau
Priority 3 - Normal
Assignment group Service Management Solutions Team

Short description ServiceMow ODBC Driver Issue

Click Save and the record will be added to the Incidents section/tab. To remove
incidents from the relationship, just click the Edit button and select the left arrow
from the Incidents List.

C. DEFERRING A PROBLEM RECORD (HOW TO)

A problem record can be deferred ONLY if the Problem Owner deems there is no
root cause and workaround determination (e.g. costs are too high to diagnose,
value to remove is too low, etc.)”. Once a problem record is raised as a known
error or a workaround is identified, the Problem Owner is no longer able to defer
the problem record. The Deferral button will be removed as an option on the
form.
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To defer a problem record, click the Deferral button and then input the Close
notes (reason why the problem is being deferred).

— Probk
< | = pruooaor2 & N

1t

Problem Description | Notes | Root Cause Analysis = Workaround | Closure Information®

Close Code Deferred

% Closenotes

Following the problem deferral, a ServiceNow email notification will be sent out
to the related incident assignees notifying them that there is no longer a related
problem to the incident.

Attention incident assignee. Problem record PRBO was deferred without root cause and workaround
determination. You are receiving this notification because you are the incident assignee of an incident that was related to
this problem record. Please continue to manage this incident using the UCF IT Incident Management Policy and Procedure.

Thank you.

GENERATING (RUNNING) A PROBLEM REPORT

A problem report is an executive summary report often used when departments
inside or outside UCF IT are requesting a summary report of the problem.

This report can be generated at any time during the life of the problem record.

To generate a “Problem Report”, click on the Problem Report button located on
the problem record.

| ' = il B V= oo | Fllow |~ Upda(el Pmblemk?punl ShowWorkflow | | Delete

By clicking this button, ServiceNow generates a PDF, which is downloaded to the
clients browsers default location.
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